Biomedical Research 2018; 29 (8): 1664-1671

ISSN 0970-938X
www.biomedres.info

Spectrum sensing+PUEA mitigation=>effective E-health management.

Avila Jayapalan!®, Prem Savarinathan2, Venkateswarya Udayakumar!, Subashree R!, Padmapriya

Praveenkumar!

'Department of ECE/SEEE, SASTRA University, Thanjavur, Tamil Nadu, India

2School of Mechanical Engineering, SASTRA University, Thanjavur, Tamil Nadu, India

Abstract

Dynamic spectrum management has the advantage of well-organised assignment of channels. But
analysis shows that still the spectrum is not used efficiently always. For the proficient management of
this valuable spectrum cognitive radio has proved to be a helpful tool. The main function of the cognitive
radio is to sense the availability of the spectrum for its occupancy. So spectrum sensing becomes the
prime task. This sensing process by a cognitive radio is interrupted by malicious user who is also a
cognitive radio but selfish in gaining the access of the spectrum. Hence a helper node based
authentication scheme has been proposed. Authentication based data transfer is achieved by the
inclusion of tag in the data send by the helper node to the cognitive user depicting the absence of
primary user. The authentication tag is generated using Bhutasankya algorithm and Katapayadi
algorithm and embedded in the error control code block of Orthogonal Frequency Division Multiplexing
(OFDM) based helper node. Utilizing the sensed spectrum, patient information is transmitted to the
hospital from the remote location. This avoids the travel need to be made by the elderly persons from the
remote center to the hospital for further consultation. To gain the advantage of re-programmability, the
authentication scheme is implemented on Cyclone II FPGA.
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Introduction

The growing demand of radio spectrum has given it a chance
to be a part of future trends also. Extant allocation techniques
could not be effective since the necessity for spectrum has been
growing. Thus this problem has brought the cognitive radio
solution into light. And to solve the inflexibility of spectrum
allocation in traditional wireless communication systems,
Cognitive radio (CR) has come out to be a potential solution
[1]. This technique helps in giving the secondary users (SU’s) a
chance to use the frequency bands when the licensed primary
users (PU’s) are idle [2].

Sensing the existence of the PU’s transmission has been an
important technical challenge, i.e. the spectrum holes. Matched
filter, cyclostationarity detection, energy detection and lastly
wavelet detection are the trending detection techniques [3-7].
In these methods if the signal that is captured has the energy
greater than the threshold, it is recognized as a PU’s signal.
Particular characteristic of a captured signal such as
cyclostationarity and a synchronization word are to be found
by secondary users in the feature detection techniques. The
captured signal is recognized as a PU, if the characteristic is
sensed.
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Apart from primary users and secondary users there are also
some selfish users called malicious secondary users present in
the same environment [8]. Malicious users are those who wish
to access the free spectrum in the absence of primary user. To
overcome the primary user’s sensing techniques, the attacker
will send signals having high power or imitate specific
characteristics of a primary user’s signal (e.g., synchronization
words or utilize the similar pilots). This will lead the secondary
user to mistake the attacker for a primary user and will not
employ related channels. These attacks are termed as Primary
User Emulation (PUE) attacks [9]. In this attack, the attacker
imitates as the PU and convinces the SU’s that the PU is
utilizing the spectrum though they are not [10].

Therefore to avoid these attacks, a safe primary user sensing
technique that will differentiate between an attacker and a PU
signal is required. FCC stated that “No changes of the present
system (i.e., PU) should be necessary to have room for the
opportunistic utilization of spectrum by SU’s”. Hence
modification could not be done to the PU signal. So the
solution to overcome FCC rule is the inclusion of helper node
between PU and cognitive receiver [11,12].
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Proposed Methodology

The block diagram of the cognitive radio environment is
shown in Figure 1. It consists of primary user, secondary user,
helper node and greedy malicious users. To combat PUEA
helper node based mitigation scheme has been proposed. The
authentication tag generated and transmitted to the cognitive
radio by the helper node is accepted and any other information
is rejected by cognitive radio. The sequence of steps involved
is:

* Sensing of the spectrum by the helper node.
* Making a decision about existence of PU.

* Generating the tag.

* Embedding the tag with the information.

* Transmission from helper node to CR.

After sensing the free spectrum the CR utilizes the free
spectrum to transmit the medical images of patients and their
body temperature resident at remote location to the experts for
further consultation (Figure 1).
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Figure 1. Helper node based cognitive radio environment.

Helper node

The helper node is assumed to be situated in a close proximity
to the primary transmitter. The helper node detects the presence
of PU and in the absence of primary user, transfers the
information to the CR. To convey the information it generates
a signal, appends the authentication tag and finally it is
transmitted to the cognitive radio. The cognitive radio receives
the signal, decodes the tag and compares it with the database.
If a match is found, then the received information is considered
as the authenticated one from the helper node. The tag size,
pattern and the decoding procedure of the tag is already known
to the cognitive radio. Only the information with the
authentication tag is accepted by the cognitive radio and rest
are discarded. Even if the malicious user happens to receive the
authentication tag it could not decode the tag without the
knowledge of the key [13-15].
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Tag generation

After sensing the spectrum, if the PU is absent, the helper node
generates the authentication tag, embedded the tag along with
the information in the appropriate block of the OFDM system
and transmits it to the cognitive receiver. The authentication
tag to mitigate the PUEA attack caused by the malicious user is
generated using the following algorithms:

» Katayapadi algorithm
* Bhutasankya algorithm

Katapayadi algorithm

Vedic mathematics is a field which provides a wide range of
applications to factorizations, arithmetic operations, quadratic
equations and higher order equations, squaring, theory of
numbers, square root, cubing, cube root, calculus, numerical
code and coordinate geometry. The scholars in this field have
come up with letter symbols for numbers termed as Katapayadi
or Vedic numerical code. This is a method which helps in
mapping names to the numbers which is used by ancient Indian
mathematicians and grammarians [16].

Katapaya coding rules:

1. In a conjunct consonant, the last of the consonants alone
will count. A consonant without vowel is to be ignored.

2. Zero is given to all stand-alone vowels like ‘a’ and ‘r’.
Decimal separator has no representation in the system.

. No value is given to the vowels which are present after the
consonants. And the vowels which are not headed by
consonants are assigned zero.

5. Digits are organized from right to left.

» W

Example: Now let us consider the word “setuvandya”.
In this example the values for sa=7, ta=6, va=4, ya=1.
Thus the katapaya code of the given word is 1467.

The data in digital communication should be in binary form for
the purpose of transmission. Therefore the above sequence in
converted into its binary value which is 0001|0100/0110[0111.
By using digital communication techniques, this information
can be sent.

Bhutasankya algorithm

Katayapadi algorithm 1is based on characters whereas
Bhutasankya algorithm is based on words.

Now let us consider the sequence “Agni Indu Swara”. The
decimal value for this sequence is (317) 10. The binary
equivalent of (317) is 0000000100111101. This binary value is
treated as tag value. The decimal equivalent of a sequence is
calculated as follows:

* The decimal equivalent of Agni is three because there are
three sources of Agni namely lighting, sun and fire.

* The decimal equivalent of Indu is one. Indu is name of girl
or women. They are categorized under Feminine class.
Hence the value is one
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* The decimal equivalent of Swara is seven because there are
seven Swaras [17].

Triple layer authentication

In this work triple layer authentication is achieved. The bits
generated using Katayapadi algorithm is considered as seed
value for one PN sequence generator and the bits generated
using Bhutasankya algorithm is given as seed value for another
PN sequence generator. The output obtained from both the
stages is XORed and permutated. The final sequence is
considered as authentication tag. By doing so the robustness of
the tag has been increased (Figure 2).

Authentication Tag

[ PN Sequence Generator ]

/

"y

ﬂ Permutation

[ Trilayer Authentication Tag ]

Katayapadi Sequenze

Authentication Tag

[ PN Sequence Genarator ]

/

Figure 2. Tri layer authentication scheme to mitigate PUEA.

Tag insertion

In order to insert a tag, certain bits of the error control codes
are replaced with the tag bits. These error correction codes are
meant to mitigate the channel noise. In this work, the valid tag
is included in the parity bits of the convolutional code. Once
the tag is inserted it is transmitted to the CR. With this the CR
confirms the existence of free spectrum.

Transceiver model of cognitive radio

After confirming the availability of free spectrum the CR
transmits the medical details of the patients to the far-off
hospital. The block diagram of the OFDM based transceiver is
as shown in Figure 3. OFDM is the mixer of multiplexing and
modulation. Mathematically the process is equivalent to
Inverse Fast Fourier Transform (IFFT). Hence to generate the
OFDM symbol the transmitter comprises of IFFT block and
the receiver comprises of FFT block in OFDM. The
availability of Fast Fourier Transform (FFT) as an inherent
block of OFDM makes it more suited for cognitive radio. Also
other features like interoperability, adaptation, scalability,
supporting smart antennas and waveform shaping makes it best
solution for cognitive radio.

The medical image is digitized and fed as input to
convolutional encoder. Rate 1/2 convolutional code with
constraint length of K=3 has been utilized. The output of
convolutional coder is fed as input to Inverse Fast Fourier
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Transform (IFFT) block. The size of the FFT is fixed as 64.
Out of 64 subcarriers, 4 tones are allocated as pilot tones and
1/4%h of the FFT size is taken as Cyclic Prefix (CP) size.
Quadrature Amplitude Modulation (QAM) scheme is used.
The OFDM symbols are then transmitted. Additive white
Gaussian noise is added in the channel [18]. At the receiver
side the reverse operation like demodulation, decoding is
carried out (Figure 3) [19].
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Figure 3. OFDM based transceiver of cognitive radio.

Hardware implementation

FPGAs are widely used because of low cost, high speed,
capability to support parallelism and the purpose of re-
programmability. The Hardware Descriptive Language (HDL)
code can be modified based on the need and also changing
rules and regulation of various countries. Altera DE1 board is
utilized for dumping the algorithm into FPGA. Altera's
successful first-generation FPGA are 130 nm Cyclone FPGA
and 90 nm Cyclone II. They consumer low power and give
high performance. Cyclone II FPGAs are user friendly and also
due to free availability of Quartus II Web edition these
development kits are provided for low cost [20,21]. In this
work the authentication algorithm is implemented on Cyclone
II FPGA. The tag inserted in the parity bits of the
convolutional encoder part is implemented.

Results and Discussion

Various authentication methods have been proposed by [8-16].
To the best of our knowledge cyclone II FPGA implementation
of the authentication tag generated using any of the methods
discussed above have not been proposed. FPGA based scheme
helps to lead a path to the real time applications. Performance
metrics considered in this work for the simulated results are
probability of detection and signal to noise ratio.

Figure 4 shows the comparison between with the insertion of
authentication tag and without the insertion of authentication
tag. The size of the authentication tag is chosen in such a way
that there is no significant change in the probability of
detection before embedding the tag and after embedding the
tag. Here for one branch the initial seed value is the tag
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generated using Bhutasankya algorithm and for another branch
the initial seed value is the tag generated using Katayapadi
algorithm. The final output is obtained with both the layers
XORed and permutated. The size of the initial seed value is 16
and 16 stage shift registers are utilized. The final tag size is
limited to 256. The overlapping of the graph indicates that is
no significant change in the probability of detection without
and with the inclusion of tri layered authentication tag. Hence a
three layer authentication could be achieved through this
procedure of generating the tag and PUEA is mitigated (Figure
4).

o

Figure 4. Comparison between with and without tri layered
authentication tag.

Figure 5 shows the medical data transmitted from the cognitive
radio through the free spectrum sensed by the helper node.
Figure 5b shows the medical data received by the receiver in
the hospital. This data could be used to analyse the condition of
the patient and for future consultation.

(a) (b)

Figure 5. a) Transmitted and B) received medical image.

Figure 6 shows the images received through AWGN channel,
Rayleigh channel and Rician channel respectively. From the
figures it is evident that the quality of image is better in case of
AWGN channel. The image is totally corrupted when passed
through Rayleigh channel because there is no line of sight
communication and signal is deeply faded due to multipath
propagation. Though the image is corrupted in case of Rician
channel it is better when compared to Rayleigh case but
inferior to AWGN channel case.
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Figure 6. Image received through various channels.

Figure 7a shows arduino based experimental setup and Figure
7b shows the patient information received utilizing the
spectrum sensed by the cognitive radio. The circuit used to
measure the body temperature of a human being using LM35 is
connected through an arduino. The LM35 sensor is powered
with 5V supply from the arduino and the ground pin is also
connected to arduino’s ground pin. The output of LM35 is
connected as an analog input to the arduino which further does
an internal analog to digital conversion and produces an
voltage equivalent to temperature of the human body. The
temperature of different patients are acquired and then
transmitted from the remote place to the hospital. At the
received end the details about the temperature of the elderly
persons are received and stored for further diagnosis.

Fe Lt Dby Duiiy Wodoe Mol

Figure 7. Arduino based experimental setup and output.

Figure 8 illustrates the simulation result of convolutional
encoder output. The Hardware Descriptive Language (HDL)
code for shift register based convolutional encoder is written
and the output is simulated using Xilinx ModelSim software.
The constraint length and the rate of the convolutional codes is
fixed as K=3 and k=1/2 respectively. The generator polynomial
is (1, 1, 1) and (1, 0, 1). The input sequence is set as (1, 0, 1,
1).The output obtained from the individual stages are
concatenated. Hence the concatenated output is (110001
100111).
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Figure 8. Generation of convolutional code.

Convolutional code is implemented in Cyclone II FPGA.
Figure 9 displays the RTL view of the convolutional encoder. It
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is the schematic representation of the internal design. It ensures
that the hardware descriptive language (HDL) code written for
the logic is correct at the early stage itself. It helps to locate the
signals and debug the errors.
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Figure 9. RTL Viewer of convolutional encoder.

Figure 10 gives the pin planning of the convolutional encoder
before embedding and after embedding. The input and outputs
of the Hardware Descriptive Language (HDL) are mapped to
the real time input and outputs. The pins of the toggle switch
are assigned to the inputs and the pins of the LED’s are
assigned to the output variables.

E3
E3
E3

Figure 10. Pin assignment.

ez

Figure 11 shows the FPGA implementation. The generator
polynomial is (111) and (101) and the message bit is
(1011).The original output is (110001 100111). Due to the lack
of availability of the LED’s only four bits from the most
significant bit (MSB) is selected for display. Hence the new
convolutional encoder output is (11 00 10 01). The Katayapadi

Table 1. Power analysis.

code is set as (1010). The output of Katayapadi code is XORed
with the (8, 6, 4, 2) bits of the convolutional encoder and the
new output is (10010110).

The glowing of LED’s depicts the output. On the whole there
are eighteen LED’s. Ten LED’s are red in color and eight are
green in color. The Hardware Descriptive Language (HDL)
code is dumped into the FPGA. The red LED’s shows the
output of the convolutional encoder without embedding. The
green LED’s shows the output of convolutional encoder after
embedding.

o ——
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Figure 11. Cyclone II FPGA implementation of authentication
algorithm.

Power delay estimation

The PN sequence based authentication tag is generated and
implemented on Cyclone IVE EP4CE115F29C7 FPGA and the
results are tabulated. Table 1 gives the power dissipation
analysis for various sizes of authentication tag. The various
sizes considered for analysis are 16 bit, 32 bit, 64 bit, 128 bit
and 256 bit. From the table it is clear that as the tag size
increases the total power thermal dissipation increases. There
is 6 mW increase between the tag size of 16, 32, 64 bits,
whereas between 128 and 256, 3 mW difference is there. There
is no significant change in static thermal power dissipation. As
the length of the tag increases the system becomes more robust
against PUEA attack but at the same time power dissipation
increases. Hence a trade- off is necessary between the choice of
tag size and power.

. . Total power thermal Core dynamic power Core static thermal power /0 thermal power Total no of
S. no Tag size (bits) s DN R T .
dissipation dissipation dissipation dissipation registers
1 16 130.15 mW 0.37 mW 98.46 mW 31.33 mW 16
2 32 136.21 mW 0.38 mW 98.48 mW 37.36 mW 32
3 64 142.28 mW 0.54 mW 98.50 mW 43.42 mW 64
4 128 148.29 mW 0.98 mW 98.52 mW 48.79 mW 128
5 256 151.32 mW 1.85 mW 98.53 mW 50.93 mW 256
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Validation of the Tag

The validation of the tag is carried out by checking the
randomness of the tag generated. The randomness of the
sequence is tested using (NIST) test procedures [22-24]. To
validate the authentication tag four test are carried out namely:

* Frequency (mono bit) test.

* Frequency Test within block.

* Runs test.

* Discrete Fourier Transform test.

Decision rule

The decision rule for all the four tests is the sequence is non-
random if the computed D-value is <0.01 else it is concluded
that the authentication tag generated is random in nature.

Sample data

The tag is generated using Katayapadi algorithm. The decimal
value for Ka is 1, Tais 1, Pais 1 and Ya is 1. Hence the value
is (1111)¢. The binary value is 00000100010101.Let

m-The length of the bit string.
z-The sequence of bits being tested.
H-Each block length.

C-Bit string length.

%2 (obs): In a H bit block the measure of similarity between the
observed and the expected proportion of ones is represented by
x2 (obs). The reference distribution considered for this test
static is 2 distribution.

Frequency (mono bit) test

Frequency mono bit test checks whether the occurrence of ones
and zeros are equal. It computes the closeness of proportion of
ones and zeros.

Test description:

1. Conversion to = 1: The binary input sequence is converted
into its polar form. Binary one is assigned to +1 and zero is
assigned to -1 and +1. They are summed up to get the value
of K,=X+X,+...+X,, where Xi=2zi-1.

2. Thez=0000010001010111

Ky=(-DHEDHEDAHEDHEDHHEDHEDAED DI+

(-DFH1+1+1

K,=-4

Computing the test static :

Kobs:|Kn|/\/m

Computing the P value:

D value=erfc (Kqpg/\2)

D-value=0.3173.

W

A P ISR
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Frequency test within a block

The main aim to conduct this test is to find whether in an H
block the occurrence of ones is approximately half of the H
value, as would be expected under an assumption of
randomness.

Test description:

1. The input sequence into portioned in to C=(m/H) non-
overlapping blocks. Unused bits are discarded. With m=10,
H=3 and z=0110011010, 3 blocks are created as 011, 001
and 101. The last 0 is discarded.

2. In each H-bit block the proportion ; is determined using
the equation,

3. H
Y e(i-DH+j
_Jj=1
T = 77 for 1 <I<C
4. Here m;=2/3, m,=1/3 and n3=2/3.
3.

C 2
Compute the 72 statistic: x2 (obs)y=4H ), (”i - %)
i=1
6. 4 x 3 x((2/3-1/2)*+(1/3-1/2)>+(2/3-1/2)*=0.9996
7. Compute D-value=gammainc (C/2, y% (obs)/2) .
8. D-value=gammainc (3/2,0.9996)=0.9168

Runs test

The objective of this test is to find the total number of runs in
the sequence, where a run is consecutive ones or zeros. This
test decides the count of ones and zeros in the given tag is
random in nature.

Test description
Fops: The total number of zero runs and one runs.

1. A of ones in the input sequence: A=Xjz;/m.
2. z=0000010001010111, then m=16 and A=0.3750
3. Determine whether is frequency test is passed or not: The
runs test need not be performed if | A-1/2] > 6. If the test is
not valid, then the D-value is set to 0.00000. =2/ (m) has
been already defined in the test code.
4. 8=2/16~0.5, then |A-1/2]= 0.3750-0.5=0.125<8, and the
test is not run. The test must be performed.
m—1
> Calculate the test statistic F ;. = Z r(k) + 1 where r
k=1
(k)=0 if ek=ek+1, and r(k)=1 otherwise.
Since z=0000010001010111, then
Fops=(0+0+0+0+0+1+0-+0+0+1+0+14+0+1+1+1)+1=7.
D-value=erfc (|Fyps-2m\ (1- 1)[/2¥2m A (1- 1)) is computed
D=0.6392

A I

Discrete Fourier transform (spectral) test

The objective of this test is to identify the periodic features in
the tested sequence that would indicate how much percent it
has deviated from randomness.

Biomed Res 2018 Volume 29 Issue 8
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1. The binary zeros as assigned -1 and binary and ones are
assigned +1

2. Discrete Fourier transform (DFT) is applied on X to
produce: S=DFT(X).

3. Calculate M = modulus(S") = |S|

4. S=\ (log (1/0.05) n) is computed.

5. S=4.5625

6. S0=0.95 n/2 is computed

7. S0=7.6

8. Compute M1=number of peaks actually observed. They are
less than S.

9. M1=7

10. F=(M1-S0)/An x 0.05 x 0.95 is computed

11. F=-0.246

12. P value, erfc (JF|/N2) is computed
13. P value=0.24

14. From these four tests it is clear that the authentication tag is
random in nature.

Conclusion

This work mainly focussed on mitigating the Primary User
Emulation Attack (PUEA) in the physical layer. Authentication
is achieved by the addition of special term known as tag. The
tag is generated with the aid of Katayapadi algorithm and
Bhutasankya algorithm. It is embedded in such a way that there
is no drastic change in the performance of the system before
and after embedding and it is verified with the aid of matlab
simulation. With the available free spectrum medical data has
been transmitted from the remote location to the specialist for
further consultation which reliefs the senior citizens from
travelling a long distance for their health consultation. To gain
the benefit of reprogrammability FPGA based implementation
is carried out utilizing Altera DE1 board.
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